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Preface

In this section:

Typographical Conventions

[T o | o= T3 QTP 8

TypographicaConventions

The following kinds of formatting in the text identify special information.

Formatting convention Type of Information Example

Special Bold Items you must select, such as | Go to the QoStab.
menu options, command
buttons, or items in a list.

Titles of chapters, sections, Read the Basic Administration
and subsections. chapter.

Italics Used to emphasize the The system supports the so
importance of a point, to called wildcard character
introduce a term or to search.
designate a command line
placeholder, which is to be
replaced with a real name or
value.

Monospace The names of style sheet The license file is called
selectors, files and directories, |license.key
and CSS fragments.
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Preformatted Bold What you type, contrasted with | nix/Linux:

on-screen computer output.
# cd /root/rpms/php

Windows:
>cd %myfolder%

Preformatted On-screen computer output in - | Unix/Linux:

your command-line sessions; o
source code in XML, C++, or |#1Is Tal/files
other programming languages. |total 14470

Windows:

>ping localhos t
Reply from 127.0.0.1:
bytes=32 time<lms
TTL=128

Feedback

If you have found an error in this guide, or if you have suggestions or ideas on how to
improve this guide, please send your feedback using the online form at
http://www.parallels.com/en/support/usersdoc/. Please include in your report the guide's title,
chapter and section titles, and the fragment of text in which you have found an error.



CHAPTER 1

Getting Started

In this chapter:

Logging In to Parallels Plesk Panel ..............ooiiiiiiiiiice e 9
Becoming Familiar with Parallels Plesk Panel ...........cccccooceeiiiiiiiiiiiiiiiieeeeeee, 10
Changing Your Contact Information and Password ..............cccvvvevvviiinieeeeneeennns 13

Logging In to Parallels Plesk Panel

U Tolog in to your Parallels Plesk Panel:

1. Open your web browser, and in the address bar type the URL where
your Parallels Plesk Panel is located (for example,
https://your.domain.com:8443).

2. Press ENTER.

Parallels Plesk Panel login screen will open.

3. Type the login name and password your provider gave you into the
Loginand Passwordboxes, respectively.

Your login name would be your domain name.

4. If you log in for the first time, select the language for your control panel
from the Interface languagdrop-down box.

If you had previously specified the interface language and saved it in your interface
preferences, leave the User defaulvalue selected.

5. Click Login
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Becoming Familiar with Parallels Plesk
Panel

When you log in to the Parallels Plesk Panel, it shows your Home page with shortcuts
to the operations you frequently perform.

' Parallels
“=u' Plesk Panel

Main Menu
v Welcome, test.example.com Favorites v & Visited Pages v
ome
Domain test.example.com Disk space | Teaffic
1P address  10.57.129.120 08.2 MB free of 100.0 MB 150.0 ME Free of 150.0 MEB
Mail = A Web Site - -~
20 Mail Accounts ¥ Create Mail 5 Create Redirect B/ dit in Sit aB Web Hosting % Subdomains
? ;J Account o4 ade Sattings w
3 Create ,  Mailing Lists “irus Protection Domain Aliases pa rontpage
G Autoresponder r »@ (%) 5 8
iy Spam Filtering gP Open Webmail 3 Web Users Site Preview
L - €
Files = a  Applications & Services ~
File Manager B tnonymaus FTF ! : Web Applications e Toals fram Databases
= 8 L] & ] W \yPlesk.Com L
Password Backup Manager Java Applications +,  Register Domain
& Protectsd &5 FAE e
Directories
Additional Tools - ~
Statistics - -
£ Scheduled Tasks Sy S5l Certificates = Active Sessions
& Web Sratistics : Resource Usage .T‘} Traffic Usage :
o . Bandwidth Customn Buttons
=1 Log Manager Limiting L -}
Help & Support Dornain Adrninistration - -
/ Dornain !’i} Personal Data .- = Change Password
Administrator &
Helyg Access
4 = Interface
499-2008, Parallels ij Preferences
All rights reserved

The top banner area provides access to the following functions:
A My accountThis is where you can select a language and theme for your control
panel and change your contact information.

A Switch userThis is where you can switch between user accounts. This shortcut is
shown only when single sign-on technology is enabled on the server.

A Logout. This is where you close your session when you have finished working with
control panel.

The navigation pane on the left provides access to the following sets of functions:

A HomeThis is where you start working with the control panel. Most of the operations
you might need to perform are accessible from this area.

A Mail.This is where you perform operations on e-mail accounts. You can accomplish
the following tasks from this area of the control panel:

A Set up and manage mailboxes.
A Set up mailing lists, automatic responses, mail forwarders.
A ApplicationsThis is where you can view and install applications on your Web site.
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A SettingsThis is where you specify settings for the Web site hosting service and
Web statistics.

A Global AccountThis shortcut appears in your Parallels Plesk Panel when the single
sign-on capabilities are switched on on the hosting server. Single sign-on
technology allows you to log in to different Parallels products using a single global
login name and password. This shortcut is used for changing the global login
settings.

A Help DeskThis is the help desk system integrated with your control panel. If you see
this shortcut in the navigation pane, then it is likely that your provider uses it; so you
can use it to report your problems to provider's technical support staff. If this link is
not shown in your Panel, then it means that your provider does not use the built-in
Help Desk. In such a case, you should use other means to contact your provider
when you need assistance.

A Help.Provides context sensitive help.
To see information about a tool or an item on the page, hover the cursor over an item,

without clicking it, and a small hover box appears with supplementary information
regarding the item being hovered over.

/@, YirugProtection

Configure wirus protection for a mail
account,

If your hosting plan includes the Web site creation and management service using
Parallels Plesk Sitebuilder, the following shortcuts are also shown in your control
panel's navigation pane under the Sitebuilder Administiian group:

A Home pageThis provides shortcuts to the task-oriented wizards. Here you can
perform any operations on your account and Web site through the Sitebuilder
system. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/site_owner/en US/html/using
desktop interface.htm.

A Sites Here you can add and manage sites. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/site _owner/en US/html/manag

ing_sites.htm.

The main working area on the right provides access to the tools available for the
current section of the control panel selected in the navigation pane. Additional
operations are accessible from drop-down menus that open when you click group titles.

hail |
{Ezi:tings

Mai teate Mail Create Redirect
Create Mailing List B -

Create = Mailing Lists @, Wirus Protection
W Autoresponder

- Spam Filterin Cpen Webmail
I! P g t.ﬁ P


http://download1.parallels.com/SiteBuilder/4.5.0/doc/site_owner/en_US/html/using_desktop_interface.htm
http://download1.parallels.com/SiteBuilder/4.5.0/doc/site_owner/en_US/html/using_desktop_interface.htm
http://download1.parallels.com/SiteBuilder/4.5.0/doc/site_owner/en_US/html/managing_sites.htm
http://download1.parallels.com/SiteBuilder/4.5.0/doc/site_owner/en_US/html/managing_sites.htm
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To navigate through Parallels Plesk Panel, you can use a path bar: a chain of links that
appears in the right part of the screen, below the banner area.

Harme » Dormaing » exarmple.corn e Mail Accounts »

To the right of the path bar, there are Favoritesand Visted Pagesnenus. The Visited
Pagesmenu keeps the shortcuts to the recently visited control panel screens. These
shortcuts are added automatically. The Favoriteamenu keeps the shortcuts to the
screens that you manually add to favorites. For information about working with
shortcuts in the Favoriteamenu, see the section Customizing Your Home Page (on
page 18).

To return to a previous screen, use the shortcuts in the path bar, or the Up Levelcon in
the upper-right corner of the screen.

When changing settings for an e-mail account, you can quickly select another e-mail
account whose settings you also want to change. To do this, click a small arrow icon
located to the right of the e-mail address.

Horme ¥ Domains k example.corm k Bail Bccounts »

mail @example.com (v

This will open a list of e-mail addresses that you can select.

Haorme » Domains b example.com b Mail Accounts b

mail @example.com '::‘E'::' G to another mnail account:

weebraster@example.cormn
Tooals

To sort a list by a certain parameter in ascending or descending order, click on the
parameter's title in the column heading. The order of sorting will be indicated by a small
triangle displayed next to the parameter's title.
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Changing Your Contact Information and
Password

U If you need to update your contact information, or change password:
1. On your Home page, click Personal Data

2. Update your information as required, or type a new password, and click
OK

u If you forgot your password:

1.1l n your web browsero6s address bar, type
Plesk Panel is located. For example, https://your.domain.com:8443.

2. Press ENTER.
Parallels Plesk Panel login screen will open.

3. Click the Forgot your passwordihk.

4. Type your domain name into the Loginbox, and type your e-mail
address registered in the system into the E-mailbox.

5. Click OK

Your password will be sent to your e-mail address.
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Setting Up a Global Account

Global Account is a single sign-on (SSO) technology feature that allows you to log in to
different Parallels products using a single global login and password. If you have
several accounts in Parallels Plesk Panel, you can connect them all to a global account
and switch between these accounts without entering a password every time. You can
also connect all your accounts in other Parallels products to your global account and
switch between them without providing credentials.

In this chapter:

Creating a Global ACCOUNT.........uuuiiiiiiiiiiiiiiiiieiiiiieie bbb enenenne 14
Connecting Local Accounts To Your Global Account..............ccoovviiiiiiiieeeeieenn, 15
Switching BEtWEEN ACCOUNTS .....uuuiiiii it e e e e e e e eea e e e e e eeeeees 16
Changing Global ACCOUNt PASSWOI ............uuuuuiuiiiiiiiiiiiiiiiiiiiiiiieieieenneeeneeeennennes 16
Disconnecting Local Accounts From Global Account...............ccoovvviiieiiieeeecennnn, 16

Creating a Global Account

After you create a global account and connect local accounts to it, you will be able to
choose from any account connected to your global account when logging in under your
global account.

U To create a global account:

1. Log in to Parallels Plesk Panel, go to Global Accourand click Connect To
Global Account

2. Select Create new global accouwarid provide the login and password for
your global account.

3. Click OK

Your global account is active now, so you can proceed with connecting other accounts
to it. Refer to the section Connecting Local Accounts to Your Global Account (on page
15) for more information.
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Connecting Local Accounts To Your
Global Account

4.

To connect a local Parallels Plesk Panel accoyoutalobal account:

Log in to Parallels Plesk Panel under the local account you want to
connect.

Go to Global Accounaind click Connect To Global Account

Make sure that Use existing global accowoyition is selected and provide
the login and password for the global account you want to connect to.

Click OK

Repeat steps 1-4 for other local accounts as necessary.

To connect an account in another product with SSO support to your
global account:

Log in to software product with SSO support under the account you
want to connect.

Follow the instructions on connecting to a global account in respective
software product documentation. Make sure that you provide the
credentials for the existing global account when you are asked to.

Repeat steps 1-2 for other accounts or products as necessary.

Note. Different software products may use different names for the Global Account
feature, such as Federated Identity or Global Login. Refer to respective software
product documentation for more information.

After you have connected all required accounts to your global account, you can log in
under your global account all the time in any product where you have a local account
connected to your global account. You will be shown the list of local accounts
connected to your global account every time you log in under it, so you can choose
which account you would like to use now. You can switch to another account any time
you want. Refer to the section Switching Between Accounts for more information.
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Switching Between Accounts

U To switcho another account:
1. Click Switch Usem the upper right corner.

2. Select the account you want to switch to:

A Choose the required local account from the list of accounts connected to your
global account

or

A Select Specify credentials for another accaamd provide login and password for a
local account not connected to your global account or to another global account.
You can also specify the language for your control panel from the Interface
languagemenu. If you had previously specified the interface language for that
account and saved it in its interface preferences, leave the Defaultvalue
selected.

3. Click OK

Changing Global Account Password

U To change password of your global account:

1. Log in to Parallels Plesk Panel under your global account or any local
account connected to it.

2. Go to Global Accounéind click Change Passwaord

3. Enter your old and new passwords, and click OK

Disconnecting Local Accounts From
Global Account

U To disconnect a local account from your global account:

1. Log in to Parallels Plesk Panel under the local account you want to
disconnect.
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2. Go to Global Accounand click Disconnect From Global Accaunt
3. Confirm the disconnection and click OK

Repeat steps 1-3 for other local accounts as necessary.
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Customizing Your Control Panel

In this chapter:

Customizing YOUr HOME Page .......cccooiiiiiiiiiii i 18
Setting Interface Language and Skin for Your Control Panel............................. 19
Adding and Removing Hyperlink BUttonsS ... 19

Customizing Your Home Page

U To add or remove items from the Home page:
1. Go to Home> Domains> Domaingroup title menu > Customize Home page

2. Specify what domain information and statistics should be shown on the
Home page by selecting the corresponding items check boxes.

3. Specify what actions should be shown on the Home page. The Selected
actionslists show the tasks for which shortcuts are already placed on the
Home page. The Available aonslists show the tasks for which you do
not yet have shortcuts on your Home page.

A To add a shortcut to the Home page, select the required tasks in the Available
actionslist and click Add >>

A To remove a shortcut from the Home page, select the task that you do not need
in the Selected actionkst and click << Remove

4. Specify what actions should be shown in the drop-down menus on the
Home page by selecting the corresponding check boxes.

5. Click OK

U To add shortcuts to control panel screens té-#wrésmenu on the
Home page:

1. Navigate to the control panel screen you need.

2. In the Favoriteamenu, select Add to Favorites

U To edit shortcut descriptions in fhavoritemenu on the Home page:

1. On your Home page, open the Favoritesmenu.
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2. Place the mouse pointer over the shortcut you need and click Edit
favorite's name

3. Type the shortcut title and description and click Save

U To remove shortcuts from thavoritemenu:
1. On the Home page, open the Favoritesmenu.

2. Place the mouse pointer over the shortcut you want to remove and click
Remove from favorites

Setting Interface Language and Skin for
Your Control Panel

U To select an interface language and theme (skin) for your control panel:
1. On your Home page, click Interface Preferences
2. Select the desired interface language and skin from the respective

menus.

Parallels Plesk Panel ds interface has been t
if you do not see your own language in the list, ask your provider to install the
respective language pack.

3. Click OK

Adding andRemoving Hyperlink Buttons

U To add a custom hyperlink button to your Parallels Plesk Panel:
1. Go to Home> Custom Buttonsand click Create Custom Button

2. Specify properties of the button:
A Type the text that will show on your button in the Button labefield.

A Choose the location for your button. To place it in the right frame of your Home
page, select the Domain Administration pagalue as the location. To place it in
the left frame (navigation pane) of your control panel, select the Navigation pane
value.

A Specify the priority of the button. Parallels Plesk Panel will arrange your custom
buttons on the control panel in accordance with the priority you define: the lower
the number i the higher is priority. Buttons are placed in the left-to-right order.
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A

A

To use an image for a button background, type the path to its location or click
Browseto browse for the desired file. It is recommended that you use a 16x16
pixels GIF or JPEG image for a button to be placed in the navigation pane, and
32x32 pixels GIF or JPEG image for buttons placed in the main frame.

Type the hyperlink of your choice to be attached to the button into the URLfield.

Using the check boxes, specify whether to include the data, such as domain id
and domain name to be transferred within the URL. These data can be used for
processing by external web applications.

In the Context help tip contenitsput field, type in the help tip that will be displayed
when you hover the mouse pointer over the button.

Select the Open URL in the control padkeéck box if you wish the destination URL
to be opened in the control panel's right frame, otherwise leave this check box
unchecked to open the URL in a separate browser window.

If you wish to make this button visible to the mailbox users with access to control
panel, select the Visible to all sutbginscheck box.

. Click OKto complete creation.

To remove a hyperlink button from your Parallels Plesk Panel:

. Go to Home> Custom Buttons

. Select a check box corresponding to the button that you want to remove

and click Ranove
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Reviewing Your Hosting Package

U To review or select the hosting features available for your account (if your
provider delegated the permission to manage the hosting options for your

account):

1. On your Home page, click Web Hosting Settings

2. View or change your hosting options:

A

A

IP AddressYour domain can be hosted on either exclusive IP address or shared
IP address. Choose an address from your service provider's IP addresses pool.

Certificate Shows the information about an SSL certificate used by your site.

SSL supportSecure Sockets Layer encryption is generally used for protecting
transfer of sensitive data during online transactions on e-commerce Web sites
that run on dedicated IP addresses. SSL certificates that participate in the
encryption process are usually applied to a single domain name on a single IP
address, therefore, each site that needs SSL protection must be hosted on a
dedicated IP address. An exception to this is subdomains, which you can
protect with a wildcard certificate. Installing an SSL certificate on a Web server
that hosts several web sites with different domain names on a single IP address
(shared or name-based hosting) is technically possible, however, it is not
recommended: the encryption will be provided, but users will get warning
messages on attempt to connect to the secure site. To allow SSL encryption for
Web sites, select the SSL supportheck box.

Use a single directory for housing SSL andS8Incontenfavailable only for Linux
hosting). By default, when users publish their sites through their FTP accounts,
they need to upload the web content that should be accessible via secure
connections to the httpsdocs  directory, and the content that should be
accessible via plain HTTP, to the httpdocs  directory. For the convenience of
publishing all content through a single location 1 httpdocs directory, select the
Use a single directory for housing SSL anéS&incontentheck box.

FTP logirand FTP passwordspecify the user name and password that will be
used for publishing the site to the server through FTP. Retype the password into
the Confirm Passwordox.

Hard disk quoteéSpecify the amount of disk space in megabytes allocated to the
web space for this site. This is the so-called hard quota that will not allow writing
more files to the web space when the limit is reached. At attempt to write files,
users will get the "Out of disk space" error. Hard quotas should be enabled in
the server's operating system, so if you see the "Hard disk quota is not
supported" notice to the right of the Hard disk quotéeld, but would like to use the
hard quotas, contact your provider or the server administrator and ask to enable
the hard quotas.
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A Shell access to server with FTP user's credediadilable only for Linux hosting) or
Access to systerfavailable only for Windows hosting). This allows you to upload
securely web content to the server through a Secure Socket Shell connection,
however, allowing shell access also poses a potential threat to the server
security, so we recommend that you do not allow shell access. Leave the
Forbidderoption selected.

A Microsoft FrontPage suppadvticrosoft FrontPage is a popular web site authoring
tool. To enable users to publish and modify their sites through Microsoft
FrontPage, select the Microsoft FrontPage suppartd Microsoft FrontPage over SSL
supportcheck boxes, set the Microsoft FrontPage authoriogtion to allowed and
specify the FrontPage Administrator's logind password.

A Servicesor support for programming and scripting languages supported by your
hosting environment. Specify which of the following programming and scripting
languages should be interpreted, executed or otherwise processed by the web
server: Active Server Pages (ASP), Server Side Includes (SSI), PHP hypertext
preprocessor (PHP), Common Gateway Interface (CGl), Fast Common
Gateway Interface (FastCGl), Perl, Python, ColdFusion and Miva scripting
required for running Miva e-commerce solutions.

A Web statisticsTo allow you to view the information on the number of people
visited your site and the pages of the site they viewed, select the required
program from Web statisticenenu (AWStats is recommended) and select the
accessible via password protected directory /@egkvebstatheck box. This will
install the statistics program which will generate reports and place them into the
password protected directory. You will then be able to access Web statistics at
the URL: https://your-domain.com/plesk-stat/webstat using your FTP account
login and password.

Note: When you switch from one statistics program to another, all reports
created by the previously used statistics program are deleted and new
reports are created in accordance with the information read from log files
kept on the server. This means that if you configured the system (at Log
ManageP Log Rotationso as to keep log files only for the last month, then
Web statistics will be available only for the last month.

A Custom error document#/hen visitors coming to your site request pages that the
web server cannot find, the web server generates and displays a standard
HTML page with an error message. If you wish to create your own error pages
and use them on your web server, select the Custom error documentieck box.

A Addiional write/modify permissiotevailable only for Windows hosting). This
option is required if Web applications under a domain will be using a file-based
database (like Jet) located in the root of httpdocs or httpsdocs  folders.
Please note that selecting this option might seriously compromise the Web site
security.

A Use dedicated IIS application fawhilable only for Windows hosting). This option
enables the use of dedicated 1S application pool for Web applications on a
domain. Using dedicated IIS application pool dramatically improves the stability
of domain Web applications due to worker process isolation mode. This mode
gives each Web site hosted on the server the possibility to allocate a separate
process pool for execution of its Web applications. This way, malfunction in one
application will not cause stopping of all the others. This is especially useful
when you are using shared hosting package.
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3. Click OK

In this chapter:

Viewing the Resource Allotments for Your ACCOUNt............cccceeeiiiieeiiiiiiiiiiieeeen, 23
Viewing the Permissions for Operations You Can Perform through the Control Panel
.......................................................................................................................... 25

Viewing the Resource Allotments for Your
Account

U To view the amounts of resources your Webrsitemail accounts can
consume:

1. Go to Home> Resource Usage

2. The resource allotments are listed as follows:

A Disk spaceThe total amount of disk space allocated to your hosting account.
This amount is measured in megabytes. It includes disk space occupied by all
files related to this domain/Web site: Web site contents, databases,
applications, mailboxes, log files and backup files.

A Maximum amount of traffiisplays the amount of data in megabytes that can be
transferred from your Web site during a month.

A Maximum number of subdomaifke number of subdomains that can be hosted
under your domain.

A Maximum number of domain aliaSése number of additional alternative domain
names that you can use for your site.

A Maximum number of Web us@kows the number of personal web pages that you
can host for other users under your domain. This service is mostly used in
educational institutions that host non-commercial personal pages of their
students and staff. These pages usually have web addresses like http://your-
domain.com/~username. If the Allow the Web users scriptiolgeck box is
selected, execution of scripts embedded in personal web pages is allowed. See
the Hosting Personal Web Pages on Your Web Server section for details.

A Maximum number of additional MicfbBrontPage accoungavailable only for
Windows hosting). Displays the maximum number of additional Microsoft
FrontPage accounts you can create on your domain.

A Maximum number of FTP accolatsilable only for Windows-based hosting).
Displays the maximum number of FTP accounts you can create on your domain.

A Maximum number of mailbox8sows the number of mailboxes that can be hosted
in your domain.
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A

Maximum number of mail redire@kows the number of mail forwarders that can
be used in your domain.

Maxmum number of mail groughows the maximum number of mail groups that
can be used in your domain.

Maximum number of mail autorespondeisplays the number of automatic
responses that can be set up in your domain.

Maximum number of mailing liskhiows the number of mailing lists that you can
run in a domain. The mailing lists are served by the GNU Mailman software,
which may or may not be installed on the server. If it is not installed and you
would like to use it, ask your service provider to install it.

Mailbox quotaDisplays the amount of disk space in kilobytes that is allocated for
storing e-mail messages and autoresponder attachment files to each mailbox in
your domain.

Maximum number of databagagailable only for Linux hosting). Displays the
number of databases that can be hosted in your domain.

Maximum number of MySQL databaselsMaximum number of Microsoft SQL server
databasegavailable only for Windows hosting). Displays the maximum number

of MySQL and Microsoft SQL Server databases that can be used by your

domain.

MySQL databases quatad Microsoft SQL databasggota(available only for
Windows hosting). Displays the maximum disk space amount in megabytes that
MySQL and Microsoft SQL Server databases used by your domain can occupy.

Maximum number of ODBC connecti@nsilable only for Windows hosting).
Displays the total number of ODBC connections that can be used by your
domain.

Maximum number of ColdFusion DSN connec¢twga#able only for Windows
hosting). Displays the total number of ColdFusion DSN connections that can be
used by your domain.

Maximum number of Java applicati@isplays the maximum number of Java
applications or applets that you can install in a domain.

Maximum number of shared SSL l{akailable only for Windows hosting). Displays
the total number of shared SSL links that can be used on your domain.

Validity periodShows the term for a hosting account. At the end of the term, your
domain/web site will be suspended, its Web, FTP and mail services will no
longer be accessible to the Internet users, and you will not be able to log in to
the control panel.

3. Click OK
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Viewing the Permissions for Operations
You Can Perform through the Control

Panel

U To view the permissions for operations you can perform thrawgh yo
control panel:

1. Go to Home> Domain Administrator Access

2. The permissions are listed in the Permissiongyroup:

A

Physical hosting managemefihows whether you can fully control hosting
account for your Web site. If it says Ng then you can only change FTP password
for accessing your Web space.

Hosting performance managem&ftows whether you can limit bandwidth usage
and number of connections to your Web site.

FTP password managemesitows whether you are allowed to change your
credentials for access to Web space through FTP.

Management of access to server over(8&kilable only for Linux hosting) or
Management of access to server over Remote Démkailpble only for Windows
hosting). Shows whether you can access the server through Secure Shell (for
Linux hosting) or Remote Desktop (for Windows hosting) protocols.

Hard disk quota assignmeB8hows whether you can set up the hard quota on disk
space allocated to your site.

Subdomains manageme8hows whether you can set up, modify and remove
subdomains in your domain.

Domain aliases managemesitows whether you can set up additional alternative
domain names for your Web site.

Log rotation manageme®hows whether you can adjust the cleanup and
recycling of processed log files for your site.

Anonymoudg-TP managemerghows whether you can have an FTP directory
where all users could download and upload files without the need to enter login
and password. A Web site should reside on a dedicated IP address in order to
use anonymous FTP service.

FTP accouls managemeiiavailable only for Windows-based hosting). Shows
whether you can create and manage FTP accounts.

Scheduler managemehows whether you can schedule tasks in the system.
Scheduled tasks can be used for running scripts or utilities on schedule.

DNS zone managemeBhows whether you can manage the DNS zone of your
domain.

Java applications managemesiiows whether you can install Java applications
and applets on your Web site through the control panel.
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A

Web statistics manageme8hows whether you can manage Web statistics for
this site.

Mailing lists managemeftows whether you can use mailing lists provided by the
GNU Mailman software.

Spam filter managemeBhows whether you can use spam filter provided by the
SpamAssassin software.

Antivirus managemenBhows whether you can use server-side antivirus
protection for filtering incoming and outgoing mail.

Backup and restore functiorhows whether you can use the control panel's
facilities to backup and restore your site. Scheduled and on-demand backups
are supported.

Ability to use Sitebuildeshows whether you can use Sitebuilder for creating and
editing your site.

IIS application pool managem@wailable only for Windows hosting). Shows
whether you can manage your IS application pool.

Additional write/modify permissions manageifaeailable only for Windows
hosting). Shows whether you can manage additional write/modify permissions
for your site. These permissions are required if your Web applications are using
a file-based database (like Jet) located in the root of httpdocs  or httpsdocs
folders.

Home page managemeBhows whether you can customize and manage your
Home page.

Ability to select a database senf&nows whether you can select a database server
of each type for creating your databases, not only use the default database
server.

3. Click OK
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Setting Up And Maintaining Your Wel
Site

Once you have registered your domain name, constructed your Web site, and

purchased a hosting package from your hosting service provider, you can:

A Publish your site to your web space on the
A Deploy databases and applications that your web server will be using,

A Secure data transfer with Secure Sockets Layer encryption and restrict access to
web server resources with password protection.

In this chapter:

Creating and Publishing YOUr SIte..........coouuiiiiiiii e 28
PrevieWing YOUT ST ......cooiiiiiiiiiiiiiiiiiiieeeeeeeee e 38
Configuring ASP.NET (Windows HOSEING) .......uuuvuuiiimiiiiiiiiiiiiiiiiiiiiiiiiiiiiieiiniennens 38
Setting PHP Version for a Domain (Windows HOStING) .........coooiiiiiiiiieiiieeeecinnns 44
Deploying DAtabasSES .......ciiie e eaaa 45
Accessing Data From External Databases (Windows HOStING)............ccceeeeeenn. 48
Configuring Data Source Names for Adobe ColdFusion (Windows Hosting) ..... 49
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Using IIS Application Pool (Windows HOSEING).........cccovvviiiiiiiiiiiiiiiiiiiiiiiiieeeeeee 55
Securing Online Transactions on Your Site With SSL Encryption...................... 57
Restricting Bandwidth Usage for SIt€S..........uuuieiiiiiiiiieie e, 63
Restricting the Amount of Simultaneous Connections to Sites .........c...ceeeevveeees 63
Protecting Sites From Bandwidth Stealing (Windows HOStING) ..........cccovvvvveeeen. 64
Restricting Access to Web Server's Resources With Password Protection........ 64
Setting File and Directory Access Permissions (Linux Hosting) ........ccccooeeeeieen, 67
Setting File and Directory Access Permissions (Windows HoStIiNG) ................... 67
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Using Virtual Directories (Windows HOSEING) ......ccoovvviiiiiiiiiiiiiiiiiiiiieeeeeeeee 78
Hosting Personal Web Pages on Your Web Server.........cccoooovvviieeiiiciiiieeeeceeen, 86
Setting Up Anonymous FTP Access to the Server.........cccoovvvvviiiiiiiiiiinieeeeeeeees 88
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Changing Web Hosting Type from Physical to Forwarding...........ccccceeeiieeeinnnnn, 97
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Creating and Publishing Your Site

If your hosting plan includes the Web site creation and management service using
Sitebuilder, you can create and publish Web sites using Sitebuilder. Or you can create
your site content (Web pages, scripts and graphic files that compose your site) on your
home or office computer and then publish it to the server in any of the following ways:
A Through FTP connection (most common and easiest way)

A Through control panel's file manager

A Through Secure Shell connection (only for users of Linux and FreeBSD operating
systems)

A Through Adobe Dreamweaver or Microsoft FrontPage software (only for users of
Microsoft Windows operating systems)

In this section:

Creating and Publishing Web Sites Using Sitebuilder.............ccccoiiiiiinnn, 28
Publishing a Site Through FTP ... 29
Publishing a Site Through Parallels Plesk Panel's File Manager ....................... 31
Publishing a Site Through SSH Connection ..............oooviiiiiiiiiiiiiiicee e, 32
Publishing a Site From Microsoft FrontPage (Windows Hosting) ....................... 32
Using Additional Microsoft FrontPage Accounts (Windows Hosting) ................. 35
Changing Microsoft FrontPage Settings (Windows Hosting).........ccccceeevveeeiinnn, 36
Publishing a Site From Adobe DreamweaVer ............ooevvviieiieeeeiieeiieee e eeeeenns 37

Creating and Publishing Web Sites Using Sitebuilder

U To start creating a Web site using Sitebuilder:

1. On your Home page, click Edit in SitebuildeiThe Sitebuilder wizard
opens.

2. Select the Create your siteption and click Nextat the bottom of the
screen.

For further instructions on creating or editing your site, refer to the online Sitebuilder
Wizard user's guide at
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/user/en_US/html/index.htm.
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Publishing a Site Through FTP

U To upload your site through FTP:

1. Connect to the server with an FTP client program, using FTP account
credentials your provider gave you. The FTP address should be
ftp:/lyour-domain-name.com, where your-domain-name.com is your
site's Internet address.

Enable the passive mode if you are behind a firewall.

2. Upload files and directories that should be accessible through HTTP
protocol to the httpdocs directory, and files/directories that should be
transferred securely over SSL protocol to the httpsdocs  directory.

3. Place your CGI scripts into the cgi - bin directory.

4. Close your FTP session.

In this section:

Changing Your FTP Account CredentialS ...............uuueeuiieieiiiiiiiiiiiiiiiiiiiiieienneennns 29
Using Additional FTP Accounts (Windows HOStING).........cccooiviieiiiiiiiiiiiiieeeeeeeeee, 29

Changing Your FTP Account Credentials

To change the user name g@agsword for accessing your FTP account:
On your Home page, click Web Hosting Settings
Specify the new FTP login name and password.

Click OK

w N e

Using Additional FTP Accounts (Windows Hosting)

If you are working on your web site together with someone else or host subdomains for
other users, you might want to create additional FTP accounts.

In this section:

Creating Additional FTP Accounts (Windows HOSEING) ........uvvvvvviviiiiiiiiiiiiiiiiennns 30
Changing Settings of Additional FTP ACCOUNLES ............cuuuiiiiiiiiiiiiiiiiiiiiiiiiiiinnnnes 30
Removing Additional FTP ACCOUNTS .......ccooiiiiiiiiiiee e eeeeeens 31
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Creating Additional FTP Accounts (Windows Hosting)

To create a new additional FTP account:
Go to Home> FTP Accounts
On the FTP Accounttab, click Create FTP Account

Specify the FTP account name the appropriate field.

AwoN P oo

Specify the Home directorpy clicking ¥ and select the directory
required. Alternatively, you can specify the path in the input field.

5. Type the new password into the New passwordnd Confirm password
boxes.

6. Specify what FTP user can do with files and folders, and how much disk
space on the server he or she can occupy:

A To limit the amount of disk space, clear the Unlimitedcheck box next to the Hard
disk quotabox, and type the amount of disk space in megabytes.

A To allow the FTP user to view the contents of the home directory and download
files from it, select the Read permissiocheck box.

A To allow the FTP user to create, view, rename and delete directories in the
home directory, select the Write permissionheck box.

If you do not grant any permissions, a connection to the FTP account will be
made, but the contents of the home directory will not be shown to the user.

7. Click OK A new FTP account will be added.

Changing Settings of Additional FTP Accounts

To change the properties of an additional FTP account:
Go to Home> FTP Accounts

On the FTP Accountsab click the required FTP account name in the list.

w N e o

Specify the changes as required and click OK
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Removing Additional FTP Accounts

U To remove an additional FTP account:
1. Go to Home> FTP Accounts

2. On the FTP Accounttab, select the check box corresponding to the FTP
account name you want to remove and click Remove

3. Confirm removal and click OK The FTP account will be removed.

Publishing a Site Through Parallels Plesk Panel's File
Manager

U To upload files through control panel's file manager:
1. On your Home page, click File Manager

2. Create and upload files and directories.

Place the files and directories that should be accessible via HTTP protocol to the
httpdocs  directory, and files/directories that should be transferred securely over
SSL protocol to the httpsdocs  directory. Place your CGI scripts into the cgi - bin
directory.

A To create a new directory within your current location, click Add New Directary

A To create new files in the required directory, click Add New Filgn the File creation
section specify the file name, select the Use html mplatecheck box, if you want
file manager to insert some basic html tags to the new file, and click OK A page
will open allowing you to enter the content or html-formatted source of a new
file. After you are done, click OK

A To upload a file from the local machine, click Add New Filespecify the path to its
location in the File sourcéox (or use the Browsebutton to locate the file), and
click OK

A To edit a Web page in the built-in visual editor (available only to users of

Microsoft Internet Explorer), click “&. When editing an HTML file, Plesk opens
internal WYSIWYG editor by default. If you want to edit the source code of the
HTML file, click HTMLTo return back to WYSIWYG mode, click Design

To edit the source code of a file, click f .
To view the file, click L#.

To rename a file or directory, click =] Type in a new name and click OK

> > > >

To copy or move a file or directory to another location, select the required file or
directory using the appropriate check box, and click Copy/MoveSpecify the
destination for the file or directory to be copied or renamed to, then click Copyto
copy, or Moveto move it.
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A To update the file or directory creation date, click Change timestamfhe time
stamp will be updated with the current local time.

A To remove a file or directory, select the corresponding check box, and click
RemoveConfirm removal and click OK

When you upload Web content through File Manager or FTP, your control panel
automatically sets the appropriate access permissions for files and directories. If you
need to change the permissions for files and directories, refer to the sections:

Setting File and Directory Access Permissions (Linux hosting) (see page 67).

Setting File and Directory Access Permissions (Windows hosting) (see page 67).

Publishing a Site Through SSH Connection

If your are using a Linux or FreeBSD operating system on your local computer and

have access to secppercommalnld, toseotplyefdl es and
server: scp your_file_name login@remoteserv  er.com:path  to copy files,

and scp i ryour_directory_name login@remoteserver.com:path to copy

entire directories.

After publishing, you will be able to work with files and directories on your account
using SSH terminal web application integrated in your Parallels Plesk Panel (Home>
SSH Termingl

Publishing a Site From Microsoft FrontPage (Windows
Hosting)

Microsoft FrontPage deals with two kinds of Web sites: disk-based and server-based.
In short, a disk-based site is a FrontPage Web site you create on your local hard disk
and then later publish to a Web server. A server-based site is one you create and work
with directly on a Web server, without the extra step of publishing. This section
provides you with instructions on publishing only disk-based web sites.

You can publish disk-based web sites either through FTP or HTTP. If your server is
running FrontPage Server Extensions, you would publish your site to an HTTP location.
For example: http://your-domain.com/MyWebSite. If your server supports FTP, you
would publish to an FTP location. For example: ftp://ftp.your-domain.com/myFolder.

To find out which publishing method your server supports, contact your hosting
company, or your IT department.

After publishing, you can manage your site through FrontPage Server Extensions.

U To access FrontPage Server Extensions management interface:

1. Log in to Parallels Plesk Panel.
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2. To manage a site, which is not protected by SSL, open the Web Site
group title menu, and click Frontpage Webadmiio manage an SSL-
enabled site, open the Web Sitggroup title menu, and click Frontpage SSL
Webadmin

3.Type your FrontPage administratordés | og
click OK

For instructions on using FrontPage server extensions, see online help (Frontpage
Webadmirr Help or visit Microsoft Web site.

In this section:

Publishing Sites From Microsoft FrontPage Through FTP ..., 33
Publishing Sites From Microsoft FrontPage Through HTTP .........cccccceeeeiiii, 34

PublishingSites From Microsoft FrontPage Through FTP

If you are publishing from a computer at work, ask your IT department, help desk, or
network administrator if you are allowed to publish with FTP beyond a firewall. Also ask
if you need to install special software that allows you to publish beyond the firewall.

U To publish files through FTP:
1. Open Microsoft FrontPage.

2. Open a Microsoft FrontPage Web site: open Filemenu and select the
Open Sitetem.

3. Go to Remote Web sitaew: click the Web Sitegab, and then the Remote Web
Sitebutton at the bottom of the window.

4. Set up your Remote Web Site Properties:

A Click the Remote Web Site Propertiegton in the upper-right corner of the
window.

A Select FTPas the remote Web server.

A In the Remote Web site locatibox, type your host name (e.qg., ftp:/ftp.your-
domain.com)

A In the FTP directorpox, type your FTP directory if your hosting company
provided one. Leave it blank if they did not specify one.

A Select the Use Passive FTéheck box if your computer or network is protected by
a firewall.

5. Click OKto connect to the remote site.

The Remote Web site view will show files that you have in your local and remote
sites.

6. Click the Publish Web sitbutton in the lower-right corner of the window.
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Publishing Sites From MicrosafbfPage Through HTTP

U To publish files through HTTP on a server that supports FrontPage Server
Extensions:

1. Open your FrontPage program.

2. Open a FrontPage Web site: open Filemenu and select the Open Site
item.

3. Go to Remote Web siteew: click the Web Sitgdab, and then the Remote Web
Sitebutton at the bottom of the window.

4. Click the Remote Web Site Propertimgton in the upper-right corner of the
window.

5. On the Remote Web Sitab, under Remote Web server tymick FrontPage or
SharePoint Services.

6. In the Remote Web site locatibox, type the Internet address, including
the protocol, of the remote Web site that you want to publish folders
and files to 8 for example, http://www.your-domain.com & or click
Browseto locate the site.

7. Do any of the following:

A To use Secure Sockets Layer (SSL) for establishing a secure communications
channel to prevent the interception of critical information, click Encryption
connection required (SSMp use SSL connections on your Web server, the
server must be configured with a security certificate from a recognized certificate
authority. If the server does not support SSL, clear this check box. Otherwise,
you will not be able to publish folders and files to the remote Web site.

A To remove specific types of code from Web pages as they are being published,
on the Optimize HTMiab, select the options you want.

A To change the default options for publishing, on the Publishingtab, select the
options you want.

8. Click OKto connect to the remote site.
The Remote Web sitgew will show files that you have in your local and remote sites.

9. Click the Publish Web sitbutton in the lower-right corner of the window.
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Using Additional Microsoft FrontPage Accounts
(Windows Hosting)

If you are working on your web site together with someone else or host subdomains for
other users, you might want to create additional Microsoft FrontPage accounts.

In this section:

Creating Additional Microsoft FrontPage ACCOUNtS.........ccceeeeeeiiiiiiiiiiiiieeeeeeeeeanns 35
Changing Settings of Additional Microsoft FrontPage Accounts ..............c..coee. 35
Removing Additional Microsoft FrontPage ACCOUNES ...........cccevvvvviiviiiiiiiiiinnnnnn. 36

Creating Additional Microsoft FrontPage Accounts

U To create an additioridicrosoft FrontPage account:

1. On your Home page, open the Web Sitggroup title menu, and click
FrontPage Management

2. Click Add New FrontPage Accaunt
3. Specify the login and password for this account.

4. If you wish to limit the amount of disk space that can be used by this
account, clear the Unlimitedcheck box and type the desired value in
megabytes into the Hard disk quotaox.

When the specified limit is exceeded, the account owner will not be able to add files
to his or her Web space.

5. Click OKto finish the creation of an additional Microsoft FrontPage
account.

Changing Settings of Additional Microsoft FrontPage Accounts

U To change settings for an additional Microsoft FrontPage account:

1. On your Home page, open the Web Sitggroup title menu, and click
FrontPge Management

2. Click the required account in the list.
3. Specify new login and password for this account.

4. Adjust the limit on the amount of disk space that can be used by this
account by specifying the new limit in the Hard disk quotaox.
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When the specified limit is exceeded, the account owner will not be able to add files
to his or her Web space.

5. Click OKto save changes.

Removing Additional Microsoft FrontPage Accounts

U To remove an additional Microsoft FrontPage account:

1. On your Home page, open the Web &e group title menu, and click
FrontPage Management

2. Select the check box corresponding to the account you want to remove.
3. Click Remove

4. Confirm the removal and click OK

Changing Microsoft FrontPage Settings (Windows
Hosting)

If you want Microsoft FrontPage to use its own IIS Index Server to build the full-text
index of your Web site.

U To make Microsoft FrontPage use its own IIS Index Server:

1. On your Home page, open the Web Sitggroup title menu, and click
FrontPage Management.

2. Click Preferences
3. Select Use the lIS Index Senalteck box and click OK

If you use FrontPage forms that submit information by e-mail on your site, you may
want to specify the following preferences:

A SMTP mail server that will be used for sendingByalefault, SMTP server specified in
the domain's DNS zone is used for sending mail. If no SMTP server is specified in
the zone, then FrontPage uses the mail service running on the server where the
domain (site) is hosted.

A Sender's enail addressBy default, domain owner's e-mail address is used. If the
domain owner's e-mail address is not specified in domain owner's profile, then
FrontPage uses the e-mail address of the client, to whom the domain belongs. If the
client's e-mail address is not specified in the client's profile, then the server
administrator's e-mail address is used.
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To change the preferences:

On your Home page, open the Web Sitggroup title menu, and click
FrontPage Management.

Click Preferences

Under Mail Settingspecify the SMTP server and the e-mail address you
want to use, and then click OK

Publishing a Site From Adobe Dreamweaver

Before publishing a site from Dreamweaver, you need to define the site properties, that
is, you need to tell Dreamweaver where your site files are located on your computer,
and to specify the server to which you want to publish the site.

w N e

To define a site in Dreamweaver:
From the Sitemenu, choose New SiteThe Site Definition screen opens.
Click the Advancedab.

In the Local Infocategory, specify the following:

A Site nameThiswils how i n Web browserds title bar.

A Local root foldefThis is the folder on your computer where all of your site files
are stored. For example c: \ My Site

A Defaultimagesfolder Speci fy the folder where your
For example c: \ My Site \images

A HTTP addresS$pecify your domain name. For example, http://your -
domain.com

From the Categorymenu, select the Remote Infatem.

From the Accessmenu, select the FTPoption. Most likely, your server
supports publishing through FTP (File Transfer Protocol, commonly
used for transferring files over the Internet).

Specify the following settings:

A FTP hostType your FTP host name without the ftp:/ prefix. For example,
your - domain.com .

A Host directorySpecify the directory on the server where your site will reside. In
most cases, this is httpdocs

A Login and passwor&pecify the login name and password that your provider
gave you.

A Use passive FTBelect this option only if your computer is behind a firewall.

S
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7. To ensure that you specified the correct login and password, and that
Dreamweaver can connect to the server, click the Testbutton.

8. To save the settings, click OK

U To publish your site:
1. Open your site in Dreamweaver.

2. From the Sitemenu, select the Putoption (or press Ctrl+Shift+U
simultaneously).

Previewing Your Site

Once you published your site to your web space, you may want to make sure that it
functions properly in the actual hosting environment. You can preview your site through
your favorite Web browser, even if the information on your domain name has not yet
propagated in the Domain Name System. Note that Adobe Flash and CGI scripts will
not work during preview. Also, site preview does not work for Web sites and Web
pages that include absolute paths to other files (like <a
href="http://domain.tld/image.qgif">).

To preview your site, on your Home page, click Site Preview

Configuring ASP.NET (Windows Hosting)

ASP.NET is a flexible set of tools and web development technologies that allows you to
employ a number of applications based on ASP.NET framework. Parallels Plesk Panel
supports both 1.1.x and 2.0.x versions of the .NET framework and allows configuring
most of its settings.

In this section:

Configuring ASP.NET fOr YOUr DOMAIN .......uuviiiiiiiiiiiiiiiiiiiiiiiiiiiiviiiiiieviiniveeneennes 39
Configuring ASP.NET for Virtual DIr€CtOrNes. ...........uuuuuvumuiriiiiiiiieiiiiiiiieieneennennnns 41
Restoring Default ASP.NET Configuration .............ccoooeiiiiiiiii e 43
Changing .NET Framework Version for Your Domain ............cccceevvviiniieeeneennnns 43

Changing .NET Framework Version for Virtual Directories ...........ccccceeeveeeeerennnns 44
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Configuring ASP.NET for Your Domain

Most ASP.NET configuration settings that commonly need to be customized in order
for ASP.NET applications to function in a desirable way can be edited through Parallels
Plesk Panel.

U To configure ASP.NET for a domain:
1. Go to Home> ASP.NET Settings

2. Set up the strings that determine database connection data for
ASP.NET applications which use databases. This option is available
only for ASP.NET 2.0.x.

When you open the ASP.NET configuration page for the first time, sample
connection parameters with common constructions are displayed. You can then
delete them and specify your own strings.

A To add a string, enter the required data into the Nameand Connection Parameters
input fields and click ‘& next to them.

A To remove a string, click @ next to it.

3. Set up custom error messages that will be returned by ASP.NET
applications in the Custom Error Settingeeld:

A To set the custom error messages mode, select an appropriate option from the
Custom error mod®enu:

A On- custom error messages are enabled.

A Off- custom error messages are disabled and detailed errors are to be
shown.

A RemoteOnly custom error messages are displayed only to remote clients,
and ASP.NET errors are shown to the local host.

A To add a new custom error message (which will be applied unless the Offmode
was selected), enter the values in the Status Codand Redirect URfields, and

click &,

A Status Codelefines the HTTP status code resulting in redirection to the error
page.

A Redirect URHefines the web address of the error page presenting
information about the error to the client.

Due to possible conflicts, you cannot add a new custom error message with an
error code that already exists, but you can redefine the URL for the existing
code.

A To remove a custom error message from the list, click @ next to it.
4. Configure compilation settings in the Compilation and Debuggifigld:

A To determine the programming language to be used as default in dynamic
compilation files, choose an entry from Page default languadjst.
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A To enable compiling retail binaries, leave the Switch on debuggingheck box
empty.

A To enable compiling debug binaries, select the Switch on debuggincheck box. In
this case, the source code fragments containing error will be shown in a
diagnostic page message.

Note. When running applications in debug mode, a memory and/or performance
overhead occurs. It is recommended to use debugging when testing an application
and to disable it before deploying the application into production scenario.

5. Configure encoding settings for ASP.NET applications in the Globalization
Settingssection:

A To set an adopted encoding of all incoming requests, enter an encoding value
into the Request encodinfield (default is utf-8).

A To set an adopted encoding of all responses, enter an encoding value into the
Response encodirfgeld (default is utf-8).

A To set an encoding which must be used by default for parsing of .aspx , .asmx ,
and .as ax files, enter an encoding value into the File encodindield (default is
Windows-1252).

A To set a culture which must be used by default for processing incoming web
requests, select an appropriate item from the Culturelist.

A To set a culture which must be used by default when processing searches for a
locale-dependent resource, select an appropriate item from the Ul Culturdist.

6. Set a code access security trust level for ASP.NET applications in the
Code Access Securitield.

CAS trust level is a security zone to which applications execution is assigned,
defining what server resources the applications will have access to.

Important. When an assembly is assigned a trust level that is too low, it does not
function correctly. For more information on the permissions levels see
http://msdn.microsoft.com/library/en-
us/dnnetsec/html/THCMChQ9.asp?frame=true#c09618429 010.

7. Enable the usage of the auxiliary scripts in the Script Library Settingseld.
Specifying the script library settings is necessary if the validation web
controls are used on your web site. This option is available only for
ASP.NET 1.1.x.

A If you need to use auxiliary scripts (specifically, scripts implementing objects for
validating input data), provide the settings for .NET framework script library. To
do so, enter the path beginning with the domain root directory preceded by the
forward slash into the Path to Microsoft script librdigld, or click the folder icon
next to the Path to Microsoft script librdigld and browse for the required location.

A Toinitiate the auto-installation of files containing the scripts to the specified
location, select the Installcheck box. If the files already exist there, they will be
rewritten.

8. Set client session parameters in the Session SettingGeld:


http://msdn.microsoft.com/library/en-us/dnnetsec/html/THCMCh09.asp?frame=true#c09618429_010
http://msdn.microsoft.com/library/en-us/dnnetsec/html/THCMCh09.asp?frame=true#c09618429_010
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A To set up the default authentication mode for applications, select an appropriate
item from the Authentication modeést. Windowsauthentication mode should be
selected if any form of IIS authentication is used.

A To set up time that a session can idle before it is abandoned, enter appropriate
number minutes into the Session timeodteld.

9. Click OKto apply all changes.

Note: Parallels Plesk Panel supports separate configurations for different versions of
the .NET framework (1.1.x and 2.0.x).

Configuring ASP.NET for Virtual Directories

To improve the performance of ASP.NET-based web applications, Parallels Plesk
Panel allows using individual settings of .NET framework per virtual directory.

U To configure ASP.NET for a virtual directory:
1. Go to Home> Virtual Directories

2. Browse to the required directory and enter it.

3. Click ASP.NET Settings
4

. Set up the strings that determine database connection data for
ASP.NET applications which use databases. This option is available
only for ASP.NET 2.0.x.

When you open the ASP.NET configuration page for the first time, sample
connection parameters with common constructions are displayed. You can then
delete them and specify your own strings.

A To add a string, enter the required data into the Nameand Connection Parameters
input fields and click & next to them.

A To remove a string, click @ next to it.

5. Set up custom error messages that will be returned by ASP.NET
applications in the Custom Error Settingeeld:

A To set the custom error messages mode, select an appropriate option from the
Custom error modaenu:

A On- custom error messages are enabled.

A Off- custom error messages are disabled and detailed errors are to be
shown.

A RemoteOnly custom error messages are displayed only to remote clients,
and ASP.NET errors are shown to the local host.

A To add a new custom error message (which will be applied unless the Offmode
was selected), enter the values in the Status Codand Redirect URfields, and

click &2
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A Status Codeefines the HTTP status code resulting in redirection to the error
page.

A Redirect URHefines the web address of the error page presenting
information about the error to the client.

Due to possible conflicts, you cannot add a new custom error message with an
error code that already exists, but you can redefine the URL for the existing
code.

A To remove a custom error message from the list, click @ next to it.

. Configure compilation settings in the Compilation and Debuggifigld:

A To determine the programming language to be used as default in dynamic
compilation files, choose an entry from Page default languadjst.

A To enable compiling retail binaries, leave the Switch on debuggingheck box
empty.

A To enable compiling debug binaries, select the Switch on debuggincheck box.
In this case, the source code fragments containing error will be shown in a
diagnostic page message.

Note. When running applications in debug mode, a memory and/or performance
overhead occurs. It is recommended to use debugging when testing an application
and to disable it before deploying the application into production scenario.

. Configure encoding settings for ASP.NET applications in the Globalization

Settingssection:

A To set an adopted encoding of all incoming requests, enter an encoding value
into the Request encodinfield (default is utf-8).

A To set an adopted encoding of all responses, enter an encoding value into the
Response encodirfgeld (default is utf-8).

A To set an encoding which must be used by default for parsing of .aspx , .asmx ,
and .asax files, enter an encoding value into the File encodindield (default is
Windows-1252).

A To set a culture which must be used by default for processing incoming web
requests, select an appropriate item from the Culturelist.

A To set a culture which must be used by default when processing searches for a
locale-dependent resource, select an appropriate item from the Ul Culturdist.

. Set a code access security trust level for ASP.NET applications in the

Code Access Securitield.

CAS trust level is a security zone to which applications execution is assigned,
defining what server resources the applications will have access to.

Important. When an assembly is assigned a trust level that is too low, it does not
function correctly. For more information on the permissions levels see
http://msdn.microsoft.com/library/en-
us/dnnetsec/html/THCMChQ9.asp?frame=true#c09618429 010.
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9. Enable the usage of the auxiliary scripts in the Script Library Settingseld.
Specifying the script library settings is necessary if the validation web
controls are used on your web site. This option is available only for
ASP.NET 1.1.x.

A If you need to use auxiliary scripts (specifically, scripts implementing objects for
validating input data), provide the settings for .NET framework script library. To
do so, enter the path beginning with the domain root directory preceded by the
forward slash into the Path to Microso&cript libranyfield, or click the folder icon
next to the Path to Microsoft script librdirgld and browse for the required location.

A To initiate the auto-installation of files containing the scripts to the specified
location, select the Installcheck box. If the files already exist there, they will be
rewritten.

10.Set client session parameters in the Session Setting8eld:

A To set up the default authentication mode for applications, select an appropriate
item from the Authentication modeést. Windowsauthentication mode should be
selected if any form of 1IS authentication is used.

A To set up time that a session can idle before it is abandoned, enter appropriate
number minutes into the Session timeotteld.

11.Click OKto apply all changes.

Note: Parallels Plesk Panel supports separate configurations for different versions of
the .NET framework (1.1.x and 2.0.x).

Restoring Default ASP.NET Configuration

To restore the default ASP.NET configuration:
Go to Home> ASP.NET Settings
Click Set to Default

w N e

Confirm the restoring and click OK

Changing .NET Framework Version for Your Domain

U To change the version of .NET framework used by your domain:
1. Go to Home> ASP.NET Settings

2. Click Change Versiom the Toolsgroup. If this button is absent, only one
version of .NET framework is available. You can see the version
number in the Framework Versidield.

3. Select the required version number and click OK
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4. Click OKto save changes.

Changing .NET Framework Version for Virtual
Directories

In order to provide running ASP.NET applications which use different .NET framework
versions within a domain, Parallels Plesk Panel allows setting up the framework
version per virtual (web) directory, where the applications are deployed.

U To choose the version of .NET framework faualweb) directory:
1. Go to Home> Virtual Directories

2. Enter the required web directory and click ASP.NET Settings the Tools
group.

3. Select the required .NET framework version and adjust other settings
as necessary.

4. Click OK

Setting PHP Version fobamain
(Windows Hosting)

U To set PHP version for a domain:
1. Go to Home> PHP Settings

2. Choose the required version of PHP and click OK
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Deploying Databases

If your web server incorporates data processing applications or is designed to generate
web pages dynamically, you will likely need a database for storing and retrieving data.
You can either create a hew database for your site or import the data from your
previously backed up MySQL, PostgreSQL, or Microsoft SQL database.

In this section:

Creating or Importing 8 Database.............uuuuuiiiiiiiiiiiiiiiiiiiiiiieeieieeeeeeeeeeeeeeeenee 46
Creating a Database USer ACCOUNL ..........ccuuuuiiiiieeeiiieiiiiee e e e e e eeeees 47
Changing Password of a Database USEr........cccooeeeiiiiiiiiiiiiiieeeeceeeeiiees e, 47
Removing a Database USEr ACCOUNT...........ccuvviiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeee e 47

ReMOVING @ DAtabase.........cccoiiiiiiiiiii et eaees 48
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Creating or Importing a Database

To create a new database on your hosting account:
On your Home page, click Datdases
Click Add New Database

w N R

Enter a name for the database.

We recommend that you choose a hame that starts with a Latin alphabet symbol
and comprises only alphanumeric and underscore symbols (up to 64 symbols).

4. Select the database type that you are going to use: MySQL,
PostgreSQL or Microsoft SQL Server.

5. Select the database server of the selected type from the list. Click OK

6. To set wup database admi niAddiNewsDatabasé s cr ed
User

7. Type a user name and a password that will be used for accessing the
contents of the database.

8. Click OK

To import an existing database:
On your Home page, click Databases
Click Add New Database

w N e

Enter a name for the database.

We recommend that you choose a hame that starts with a Latin alphabet symbol
and comprises only alphanumeric and underscore symbols (up to 64 symbols).

4. Select the database type that you are going to use: MySQL,
PostgreSQL or Microsoft SQL Server. Click OK

5. To set wup database admi niAddiNewsDatabasé s cr ed
User

6. Type a user name and a password that will be used for accessing the
contents of the database. Click OK

7. Click the DB WebAdmirton in the Tools group.

An interface to phpMyAdmin, phpPgAdmin, or ASPEnterpriseManager database
management tool will open in a separate browser window.

If you have a MySQL database:

a. Click Query windown the left frame, click the Import filesab,
b. Select the text file that contains the data and click Ga
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c. Click the Insert data from a text fliek.
If you have a MS SQL database:

a. Click the name of your database in the left frame
b. Click Query(the magnifying glass button)
c. Copy the text of your script into the text area and click Run Query

To manage your databases and their contents, use your favorite MySQL, PostgreSQL,
or Microsoft SQL Server client or the Web based database management tool
accessible from Parallels Plesk Panel (Home> Databases database nante DB
WebAdmihp

Creating a Database User Account

If you collaborate with other people on managing a Web site and wish to give them
access to the database, you should create separate user accounts for them.

U To create a database user account:
1. Go to Home> Databases database namend click Add New Database User

2. Type a user name and a password that will be used for accessing the
contents of the database. Click OK

Changing Password of a Database User

U To change password for a database user:
1. Go to Home> Databases databasenamed at abase .user s name

2. Type a new password and click OK

Removing a Database User Account

U Toremwe a database user account:
1. Go to Home> Databases database name

2. Select a check box corresponding to the user account that you want to
remove.

3. Click RemoveNext, confirm removing and click OK
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Removing a Database

U To remove a database with its cotge
1. On your Home page, click Databases

2. Select a check box corresponding to the database that you wish to
remove.

If the required check box appears grayed out, this means that this database is used
by a Web application and you can remove it only by uninstalling the respective
application.

3. Click RemoveConfirm removal and click OK

Accessing Data From External Databases
(Windows Hosting)

If you want to access data from an external database management system, you should
create ODBC connections through Parallels Plesk Panel.

In this section:

Creating ODBC Connections to External Databases.............ccccovvvvvvieeiieeeeeceenn, 48
Changing Settings Of Existing ODBC CONNECLioNS .........cceveeeeiiiiiiiiiiiiiieeeeeeeennns 49
Removing Connections to External Databases..............ccceeiiiiiiiiieiiiiiiiieeeeeceeees 49

Creating ODBC Connections to External Databases

To let your Web applications use external databases for storing the data, you need to
create connections to these external databases.

To create an ODBC connection to an external database:
On your Home page, click ODBC Data Sources
Click Add New ODBC DSN

w N e

Specify the ODBC connection name and description in the
corresponding fields.

B

Select the required driver in the Driverfield.

5. Click OK
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6. Choose the appropriate options on the driver configuration screen.
Typically, you should specify the path to the database, user credentials
and other connection options, depending on the selected driver.

7. Click Testto check whether the connection will function properly with
provided settings. Click Finishto complete the creation.

Changing Settings Of Existing ODBC Connections

To change settings of an existing ODBC connection:
On your Home page, click ODBC Data Sources
Click the required connection name in the list.

Change the settings as needed.

Aw NP oo

Click Testto check whether the connection will function properly with
new settings. Click Finishto save changes.

Removing Connections to External Databases

U To remove a redundant ODBC connection:
1. On your Home page, click ODBC Data Sources

2. Select the check box corresponding to a connection you want to
remove.

3. Click Removeconfirm the removal and click OK

Configuring Data Source Names for
Adobe ColdFusion (Windows Hosting)

If you are using Adobe ColdFusion, you can configure data source names (DSNs) for
ColdFusion through Parallels Plesk Panel. Data source names allow your ColdFusion
Web applications to use local and remote databases for processing and storing
application data.
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In this section:

Creating a New Data SOUrCe NAIME ...........uuuiiiiiimiiiiiiiiiiiiiieiiirieeeeeineeneneeeeenneenees 50
Changing Settings of a Data Source Name ...........ccooevviiiiiiiee e, 50
Removing a Data Source NamMe...........oovvviiiiiiiiiiiiiiiieee e 51

Creating a Neldata Source Name

U To create a new Data Source Name for Adobe ColdFusion on your
domain:

1. On your Home page, go to ColdFusion DSBENnd click Add New ColdFusion
DSN

2. Specify the data source name and select the required driver for this
data source in the Drivermenu. Click Next >>

3. Choose the appropriate options on the driver configuration screen.
Typically, you should specify the path to the database, user credentials
and other connection options, depending on the selected driver. Refer
to Adobe ColdFusion documentation for more information on the driver
configuration options.

4. Click OKto finish.

Changing Settings of a Data Source Name

U To change the settings Data Source Name for Adobe ColdFusion on your
domain:

1. On your Home page, go to ColdFusion DSBInd click the required data
source name in the list.

2. Specify the data source name and select the required driver for this
data source in the Driver menu. Click Next >>

3. Choose the appropriate options on the driver configuration screen.
Typically, you should specify the path to the database, user credentials
and other connection options, depending on the selected driver. Refer
to Adobe ColdFusion documentation for more information on the driver
configuration options.

4. Click OK
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Removing a Data Source Name

U To remove eedundant ColdFusion DSN connection:
1. On your Home page, click ColdFusion DSN

2. Select the check box corresponding to a DSN connection you want to
remove.

3. Click Removeconfirm the removal and click OK

Installing Applications

To enhance your Web site with valuable features, such as guest books, forums, hit
counters, photo galleries, and e-commerce solutions, you can install the respective
applications from control panel's application vault (Home > Web Application$he
number and variety of available appli cat i ons depend on your
hosting plan.

U To install an application on your site:
1. On your Home page, click Web Applications

A list of applications installed on your site will be displayed.
2. Click Add New Application

3. In the left menu, select a category to which the application you need
belongs.

4. Select the required application in the list, and then click Install

5. Some applications will display a license agreement. Read the license
agreement carefully, and if you agree with it, select the | agreecheck box
and click Next >>

6. Specify whether you wish to create a hyperlink to the application and
place it in the control panel.

7. Specify the installation preferences and other information that may be
required by the application (the requirements may vary among
applications). Click Install

8. If you have chosen to create a hyperlink button inside your Parallels
Plesk Panel, specify its properties:

A Type the text that will show on your button in the Button labebox.

provi
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A

A

A

Choose the location for your button. To place it in the right frame of your Home
page, select the Domain Administration pagalue as the location. To place it in
the left frame (navigation pane) of your control panel, select the Navigation pane
value.

Specify the priority of the button. Parallels Plesk Panel will arrange your custom
buttons on the control panel in accordance with the priority you define: the lower
the number i the higher is priority. Buttons are placed in the left-to-right order.

To use an image for a button background, type the path to its location or click
Browseto browse for the desired file. It is recommended that you use a 16x16
pixels GIF or JPEG image for a button to be placed in the navigation pane, and
32x32 pixels GIF or JPEG image for buttons placed in the main frame.

Type the hyperlink to be attached to the button into the URL box

Using the check boxes, specify whether to include the data, such as domain id
and domain name to be transferred within the URL. These data can be used for
processing by external web applications.

In the Context help tip conteniisput field, type in the help tip that will be displayed
when you hover the mouse pointer over the button.

Select the Open URL in the control padkeéck box if you wish the destination URL
to be opened in the control panel's right frame, otherwise leave this check box
unchecked to open the URL in a separate browser window.

If you wish to make this button visible to the e-mail users whom you granted
access to control panel, select the Visible to all sutngins check box.

Click OKto complete creation.

Now the application is installed and you can insert a link to this application into the web
pages of your site, for example, on your Home page. Otherwise, you and your users
will have to access this application by typing its URL, which can be long enough to
remember.

A To access the Web interface of an application, do any of the following:

A
A

A

Type the URL in your browser. For example: http://your-domain.com/forum/.

Go to Home > Web Applicatiorasd click an icon -, corresponding to the
application.

If you chose to add a hyperlink button to your Parallels Plesk Panel during
installation of an application, then on your Home page, click the respective
button in the Custom buttons group or navigation pane.

A To reconfigure an application, change
to install a license key for a commercial application, go to Home > Web Applications

and click an icon *#, corresponding to the application.

A To upgrade an application to a newer version (if it is available on the server), go to
Home > Web Applicatioréd click a corresponding shortcut in the U column.

A To remove an application, go to Home > Web Applicatiorasd select a check box
corresponding to the application that you no longer need. Then click RemoveThe
application and its databases will be removed from the server.

t

he

ar
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In this section:

Installing Java Web AppliCAtIONS .........coooeiieieeeeeeeeee e 53
Installing Ruby Web Applications (Linux HOStING)...........coovviiiiiiiiieiieiiee e, 54

Installing Java Web Applications

You can install Java Web application packages in the Web archive format (WAR).
These Java applications are not distributed with Parallels Plesk Panel, therefore you
should obtain them separately.

U To install a Java Web application:

1. From your Home page, go to Home> Web Applications Java Applications
and click Switch On

This will start the Tomcat service, which provides an environment for Java code to
run in cooperation with a web server.

2. Click Install New Application

3. Specify the path to an application package you wish to install (this can
be an application package in WARfor mat saved on your cor
hard drive), or click Browseto navigate to it, then click OK

Now the application is installed and the respective entry is added to the list of installed
Java applications (Home> Web Applications Java Applications

U To acess the web interface of a Java Web application, do any of the
following:

A From your Home page, go to Home> Web Applications Java Applicationsand click a
respective hyperlink in the Pathcolumn.

A Type the URL in your browser. For example: http://your-
domain.com:9080/storefront/.

U To stop, start or restart a Java Web application:

1. From your Home page, go to Home> Web Applications Java Applications
tab. A list of installed applications will open.

2. Locate an application on the list, and use the icons in the right part of
the list to perform the required operations:

A To start an application, click the icon &4,
To stop an application, click the icon W

. >

A To restart an application, click the icon ®.
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To uninstall a Java Web application:
From your Home page, go to Home> Web Applications Java Applications

Select a check box corresponding to the application that you no longer
need. Click Removeconfirm the removal and click OK

The application will be uninstalled and its databases removed from the server.

Installing Ruby Web Applications (Linux Hosting)

You can install on your site custom Web applications developed in the Ruby
programming language.

w NP

To install on your site an application written in Ruby:
Go to Domains ®omain name Web Hosting Settings
Select the CGland FastCGtheck boxes, and click OK

Connect to your FTP account, change to the /httpdocs  directory, and
create a subdirectory where the application files will reside. Let's call
this directory <your_application> , for illustration purposes.

Upload the application files to the httpdocs/<your_application>
directory.

Locate the readme file in the application directory. Follow the
instructions from this file to install the application. Note that installation
of additional Ruby modules or operating system components may be
required. In such a case, contact your hosting service provider or
server administrator for assistance.

Log in to the server shell over SSH and issue the command cd
/<path_to_virtual _hosts>/<your_domain_name>/httpdocs;

mv <your_application> <your_application>.real; In -S
<your_application>.real/public <your_app lication>

where <path_to_virtual_hosts> is the path to the directory with virtual host

configuration files, <your_domain_name> is the name of your domain, and
<your_application> is the directory where your Ruby application is located.

If you do not have access to server shell, ask your server administrator or hosting
service provider to perform this step for you.

Create a file with name .htaccess in the directory
<your_domain_name>/httpdocs/<your_application>/public, open it with
a text editor of your choice and add the following lines into the file:
AddHandler fcgid - script .fcqi

Options +FollowSymLinks +ExecCGlI

RewriteEngine On

RewriteBase /<your_application>
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RewriteRule ~$ index.html [QSA]
RewriteRule A([*.]+)$ $1.html [QSA]
RewriteCond %{REQUEST_FILEN AME}! -f
RewriteRule ~(.*)$ dispatch.fcgi [QSA,L]
ErrorDocument 500 "<h2>Application error</h2>Rails
application failed to start properly"

8. Save the file.

9. Make sure that the proper path to the Ruby interpreter is specified in
the file public/dispatch.fcgi . issue the commands head -nl
dispatch.fcgi and which ruby . The both commands must return
identical values.

Now the Web application will be accessible at the following URL: http://your-
domain.com/your_application.

Using IS Application Pool (Windows
Hostng)

IIS Application Pool contains all your web applications. If your service provider has
given you a dedicated IIS application pool, it allows you to have a level of isolation
between your web applications and web applications used by other domain owners that
host their web sites on the same server. Because each application pool runs
independently, errors in one application pool will not affect the applications running in
other application pools.

By default, the application pool is enabled.

To stop all applications running in the application pool, click [IS Application Pooin your
Home page and click Stop

To start all applications in the application pool, click 1IS Application Pooh your Home
page and click Start

To restart all applications running in the application pool, click IIS Application Pooh

your Home page and click Recycle This can be handy if some applications are known
to have memory leaks or become unstable after working for a long time.

In this section:

Setting Up IS Application POOL..............uuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiveeeeieeeeeeeieeeieeeeees 56
Disabling 1S Application POOL..........ooi e 56
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Setting Up IIS Application Pool

w N R

4.

To enable IIS application pool for a domain:
Click IS Application Poadln your Home page.
Click Switch On

To limit the amount of CPU resources that your application pool can
use, select the Switch on CPU monitoriegeck box and provide a number
(in percents) in the Maximum CPU use (feld.

Click OK

Once you enable the application pool, all your web applications will be using it.

Disabling IIS Application Pool

w N e

To disable IIS application pool for a domain:
Click IIS Application Poaln your Home page.
Click Switch Off

Click OK
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Securing Online Transactions on Your
Site With SSL Encryqt

If you are running an e-commerce business, you need to secure transactions between
your customers and your site. To prevent the valuable data, such as credit card
numbers and other personally identifiable information from stealing, you should use the
Secure Sockets Layer protocol, which encrypts all data and transfers them securely
over the SSL connection. And even if someone intercepts the data for malicious intent,
they will not be able to decrypt and use them.

To implement the Secure Sockets Layer protocol on your web server, you should
purchase an SSL certificate from a reputable certificate vendor (these vendors are
called Certificate Authorities), and then install this certificate on your site. To enable
SSL protection, you must host your site on a dedicated IP address, which is not shared
among other web sites.

There are numerous certificate authorities to choose from. When considering one, pay
attention to reputation and credibility of the CA. Knowing how long they have been in
business and how many customers they have will help you make the right choice.

Your Parallels Plesk Panel provides facilities for purchasing SSL certificates from
Comodo, GeoTrust, Inc and GoDaddy.

In this section:

Obtaining and Installing SSL Certificates from Comodo, GeoTrust, Inc. or GoDaddy

.......................................................................................................................... 58
Obtaining and Installing SSL Certificates from Other Certification Authorities.... 59
Creating and Installing Free Self-sighed SSL Certificate .............ccveeeiiieeerrnnnns 60
Uninstalling a Certificate from YOUr Site ..........coovviviiiiiiiiiiiiiiieeee 61

Using SSL Certificate Shared By Another Domain (Windows Hosting Only) ..... 61
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Obtaining and Installing SSL Certificates from Comodo,
GeoTrust, Inc. or GoDaddy

U To purchase an SSL certificate through MyPleskCom online store and
secure your site:

1. Go to Home> SSL Certificateand click Add SSL Cetrtificate

2. Specify the certificate properties:
A Certificate name. This will help you identify this certificate in the repository.

A Encryption level. Choose the encryption level of your SSL certificate. We
recommend that you choose a value more than 1024 bit.

A Specify your location and organization name. The values you enter should not
exceed the length of 64 symbols.

A Specify the domain name for which you wish to purchase an SSL certificate.
This should be a fully qualified domain name. Example: www.your-domain.com

A Enter the domain administrator's e-mail address.

3. Make sure that all the provided information is correct and accurate, as it
will be used to generate your private key. Click Buy SSL Certificate

Your private key and certificate signing request will be generated 8 do not delete
them. MyPlesk.com login page will open in a new browser window.

4. Register or login to an existing MyPlesk.com account and you will be
taken step by step through the certificate purchase procedure.

5. Choose the type of certificate that you wish to purchase.
6. Click Proceed to Bugnd order the certificate.

7. In the Approver E-Mail drop-down box, please select the correct
Approver e-mail.

The approver e-mail is an e-mail address that can confirm that certificate for
specific domain name was requested by an authorized person.

Once your certificate request is processed, you will be sent a confirmation e-mail.
After you confirm, the SSL certificate will be sent to your e-mail.

8. When you receive your SSL certificate, save it on your local machine or
network.

9. Return to the SSL Certificates repository (Home> SSL Certificatgs
10.Click Browseand navigate to the location of the saved certificate.

11.Select the saved certificate, and then click Send File
This will upload and install the certificate against the corresponding private key.

12.Return to your Home page and click Web Hosting Settings



Setting Up And Maintaining Your Web Site 59

13.Select the SSL certificate that you wish to install from the Certificate
drop-down box.

If there is no Certificatedrop-down box on the screen, this means that you are on a
shared hosting account; therefore, you need to upgrade your hosting package and
purchase a dedicated IP address from your hosting provider.

14.Select the SSL supportheck box and click OK

Obtaining and Installing SSL Certificates from Other
Certification Authorities

U To secure your site with an SSL certificate from other certificate
authorities:

1. Go to Home> SSL Certificateand click Add SSL Certificate

2. Specify the certificate properties:
A Certificate name. This will help you identify this certificate in the repository.

A Encryption level. Choose the encryption level of your SSL certificate. We
recommend that you choose a value more than 1024 bit.

A Specify your location and organization name. The values you enter should not
exceed the length of 64 symbols.

A Specify the domain name for which you wish to purchase an SSL certificate.
This should be a fully qualified domain name. Example: www.your-domain.com

A Enter the domain administrator's e-mail address.

3. Make sure that all the provided information is correct and accurate, as it
will be used to generate your private key. Click Request

Your private key and certificate signing request will be generated and stored in the
repository.

4. In the list of certificates, click the name of the certificate you need. A
page showing the certificate properties opens.

5. Locate the CSR sectioon the page, and copy the text that starts with the
line ----BEGIN CERTIFICATE REQUESINd ends with the line ----END
CERTIFICATE REQUESTO the clipboard.

6. Visit the Web site of the certification authority from which you want to
purchase an SSL certificate, and follow the links on their site to start a
certificate ordering procedure. When you are prompted to specify CSR
text, paste the data from the clipboard into the online form and click
Continue The certification authority will create an SSL certificate in
accordance with the information you supplied.
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7. When you receive your SSL certificate, save it on your local machine or
network.

8. Return to the SSL Certificates repository (Home> SSL Certificat.

9. Click Browsein the middle of the page and navigate to the location of the
saved certificate.

10.Select it, and then click Send File
This will upload and install the certificate against the corresponding private key.

11.Return to your Home page and click Web Hosting Settings
12.Select the SSL certificate that you wish to install from the Certificate
drop-down box.

If there is no Certificatedrop-down box on the screen, this means that you are on a
shared hosting account; therefore, you need to upgrade your hosting package and
purchase a dedicated IP address from your hosting provider.

13.Select the SSL supportheck box and click OK

Creating and Installing Free Segjhed SSL Certificate

If you do not want to purchase SSL certificates, but still need to secure your site, you

can create a self-signed certificate and install it on your web server. This will provide
data encryption; however, your customersé®b
telling that your certificate is not issued by a recognized authority. Thus, using self-

signed certificates is not recommended as it will not instill confidence in customers, and

is likely to adversely affect your online sales.

U To secure your site with a salined SSL certificate:
1. Go to Home> SSL Certificateand click Add New Certificate

2. Specify the certificate properties:
A Certificate name. This will help you identify this certificate in the repository.

A Encryption level. Choose the encryption level of your SSL certificate. We
recommend that you choose a value more than 1024 bit.

A Specify your location and organization name. The values you enter should not
exceed the length of 64 symbols.

A Specify the domain name for which you wish to generate an SSL certificate.
This should be a fully qualified domain name. Example: www.your-domain.com.

A Enter the domain administrator's e-mail address.

3. Click SeltSigned
Your certificate will be generated and stored in the repository.

4. Return to your Home page and click Web Hosting Settings

bro
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5. Select the self-signed SSL certificate from the Cetificatedrop-down box.

If there is no Certificatedrop-down box on the screen, this means that you are on a
shared hosting account; therefore, you need to upgrade your hosting package and
purchase a dedicated IP address from your hosting provider.

6. Select the SSL supportheck box and click OK

Uninstalling a Certificate from Your Site

U To uninstall a certificate from your site and disable SSL protection:

1. Make sure that the certificate you want to remove is not used at the
moment.

a. On your Home page, click Web Hosting Settings

b. The Certificatedrop-down box indicates which SSL certificate is
currently used.

c. If the certificate that you want to remove is currently in use, you
should first release it by selecting another certificate in the
Certificatedrop-down box, and clicking OK

2. Remove the certificate from repository.

a. To permanently remove the certificate from repository, on your
Home page, click SSL Certificates

b. Select a check box corresponding to the certificate that you no
longer need and click Renove Confirm removal and click OK

3. Disable SSL support if you no longer need it.
a. On your Home page, click Web Hosting Settings
b. Clear the SSL supportheck box and click OK

Using SSL Certificate Shared By Another Domain
(Windows Hosting Only)

Shared SSL is a means of securing the access to your site with SSL (Secure Sockets
Layer) without purchasing your own SSL certificate. Web sites that employ shared SSL
are, in fact, using the certificate shared by another domain. The domain that shares its
SSL certificate with others is called Master SSL Domain.

Note. In order to use shared SSL, the Master SSL Domain should be set by your
server administrator.
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U To use SSL certificate of the Master SSL Domain, enabling shared SSL
use:

1. Click Shared SSbn your Home page.
2. Select the Switch on shared SSiheck box.

3. Specify the virtual directory name in the corresponding input field. The
virtual directory with the supplied name will be created on the Master
SSL Domain. This directory will be used for accessing your site through
SSL.

For example, let us suppose that you have a domain named mydomain.com,
Master SSL Domain is defined as master_ssl_domain.com, and the virtual directory
name you supplied is my_virtual_dir . In this case, to access your site through
SSL, you need to use the following address:
https://master_ssl_domain.com/my_virtual_dir.

Note. You cannot use your domain name (e.g., mydomain.com) to access your site
via SSL if you are using shared SSL.

4. Select the directory where protected content is located on your domain.
The documents within specified directory will be accessible only
through SSL. You can only choose either httpdocs or httpsdocs as
a target directory.

5. To make your domain accessible via SSL only, select the Require SSL
check box.

6. Click OK

U To st using SSL certificate of the Master SSL Domain, disabling shared
SSL use:

1. Click Shared SSbn your Home page.
2. Clear the Switch on shared SSiheck box.
3. Click OK
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Restricting Bandwidth Usage for Sites

To avoid excessive usage of bandwidth, which can lead to resources overage, you can
limit bandwidth usage for a site.

To limit the bandwidth for a site:
Go to Home> Bandwidth Limiting

Select the Switch orbandwidth limitingheck box.

w N e

Specify the maximum speed (measured in KB per second) that a
domain can share between all its connections in the Maximum bandwidth
usage (KB/Sjeld.

4. Click OK

Restricting the Amount of Simultaneous
Connections to Sites

To avoid Denial Of Service attacks and to prevent excessive usage of bandwidth, you
can set a limit of maximum number of simultaneous Web connections your domain can
have.

To limit the maximum number of simultaneous connections to a Web site:
Go to Home> Bandwidth Limiting

Select the Switch on connections limitimgpeck box.

w N e

Specify the maximum number of simultaneous connections in the
Connections limited tioeld.

4. Click OK
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Protecting Sites From Bandwidth Stealing
(Windows Hosting)

Hotlinking (also called file leeching, remote linking, direct linking, bandwidth stealing or
bandwidth banditism) is a term used for describing a situation when a Web page of one
domain owner is directly linking to images (or other multimedia files) on the Web pages
of another domain owner, usually using an <IMG> tag. If your domains are hotlinked,
you may face the problem of excessive bandwidth usage.

To protect a domain from hotlinking:
Go to Home> Hotlink Protectian

Click Switch Orto enable the protection from hotlinking.

w N e

Specify the extensions of files you wish to be protected from hotlinking
(for example, jpg, bmp, and so on) in the Protected files extensiofigld.
When listing several file extensions, separate them with spaces.

4. Click OK

Restricting Access to Web Server's
Resources With Password Protection

If you have directories in your site that only authorized users should see, restrict
access to these directories with password protection.

In this section:

Protecting @ RESOUICE.......cuuiieiiiii e r e e e e e e e e eeans 65
Adding and Removing Authorized USErS ... 66
UNProtecting @ RESOUICE........ccoviiiiiiiiiiiiiieeeeee e 66
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Protecting a Resource

U To password protect a directory in your site and to specify authorized
users:

1. On your Home page, click Password Protected Directories

2. Click Add New Dectory

3. Specify the path to the directory that you wish to password protect in
the Directory naméox.

This can be any directory existing in your site, for example: /private . If the
directory that you would like to protect has not yet been created, specify the path
and the directory name i Parallels Plesk Panel will create it for you.

4. Specify in what location (also called document root) your password
protected directory resides or will reside (available only for Linux
hosting).

For example:

A To protect the httpdocs/private directory, type ‘/private’ in the Directory name
box and select the NonSSLcheck box.

A To protect the httpsdocs/private directory, type '/private' in the Directory
namebox and select the SSLcheck box.

A To protect your CGI scripts stored in the cgi - bin directory, leave the /' value
in the Directory nambox and select the cgi-bin check box. Make sure there are
no white spaces after the slash symbol; otherwise, a protected directory will be
created with the name consisting of white spaces.

5. In the Header Textox, type a resource description or a welcoming
message that your users will see when they visit your protected area.

6. Click OK
The directory you specified will be protected.

7. To add authorized users, click Add New User

8. Specify the login name and password that will be used for accessing
the protected area.

The password should be from 5 to 14 symbols in length.
9. Click OK

10.To add more authorized users for this protected resource, repeat the
steps 7 and 8.
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Adding and Removing AuthedaJsers

U To add an authorized user of a protected directory:

1. Go to Home> Password Protected Directorreslirectory name

2. Click Add New User

3. Specify the login name and password that will be used for accessing
the protected area.
The password should be from 5 to 14 symbols in length.

4. Click OK

U To change password for an authorized user of a protected directory:

1. Go to Home> Password Protected Directorreslirectory name
A list of authorized users will open.

2.Click on the usero6s name.
3. Specify the new password and re-type it for confirmation.
4. Click OK

U To revoke a permission to access the protected directory from a user:

1. Go to Home> Password Protected Directorreslirectory name
A list of authorized users will open.

2. Select a check box correspondingtot he wuser 6s name.
3. Click Remove

4. Confirm the operation and click OK

Unprotecting a Resource

U To remove password protection and make the resource available to the
public:

1. Go to Home> Password Protected Directories
A list of password protected directories will open.

2. Select a check box corresponding to the name of the directory, from
which you want to remove protection.

3. Click Remove
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The protection will be removed and the contents of the directory will be accessible to
the public without restrictions.

Seting File and Directory Access
Permissions (Linux Hosting)

U To review or change the permissions set for files and directories:

Go to Home> File Manager

The permissions are represented as three sets of symbols, for example, 'rwx rwx r--'.
The first set tells what the owner of the file or directory can do with it; the second tells
what the user group, the file or directory belongs to, can do with the file or directory; the
third set indicates what other users (the rest of the world, i.e. Internet users visiting a
site) can do with the file or directory. R means the permission to read the file or
directory, W means the permission to write to the file or directory, and X means the
permission to execute the file or look inside the directory.

To modify permissions for a file or directory, in the Permissionsolumn, click the
respective hyperlink representing the set of permissions. Modify the permissions as
desired and click OK

Setting File and Directory Access
Permissions (Windows Hosting)

Parallels Plesk Panel provides setting up file and folder access permissions, including
defining special permissions and permissions inheritance, similarly to the way it is
presented in Windows interface.

Note. For security reasons, permissions for Administrators, SYSTEM and Parallels
Plesk Panel Domain Administrator cannot be changed or removed.

In this section:

Setting and Changing Access Permissions for Groups and Users..................... 68
Removing Access Permissions from Groups and USers..........cccccvvvvvviiiieiennnnn. 68
Setting Up Access Permissions Inheritance for Files and Folders...................... 69
Setting, Changing and Removing Special Access Permissions..............ccccceee... 69

Setting Access Permissions for Virtual DireCtories ..........ccooveeeiiiiiiiiiiiiiieeeeeeeees 70
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Setting and Changing Access Permissions for Groups
and Users

4.

To set or change access permissions for a group or user:
Go to Home> FileManager

Click I corresponding to the required file or folder.

A To change or remove permissions from a group or user, click the required name
in the Group or user naméist.

A To set permissions for a group or user, which is not in the Group or user names
list, select the required user/group name from the drop-down box located above
the list and click '&: the user/group appears in the list. Select it.

To allow or deny permissions to a selected group/user, select the Allow
or Denycheck boxes corresponding to permissions listed under
Permissions for [user/group name]

Note. If check boxes in Allowand/or Denycolumns are shaded, it means that the
corresponding permissions are inherited from a parent folder.

A To deny the permission, which are inherited from a parent object as allowed,
select the required check boxes under Deny This will override inherited
permissions for this file/folder.

A To allow the permission, which are inherited from a parent object as denied,
clear the Allow inheritable permissions from the parent to propagate to this object and all
child objects. Include these with entries explicitly definedheck box: this removes
the inherited permissions. Then select the required check boxes under Allowand
Deny

Click OK

Removing Access Permissions from Groups and Users

w N e

To remove access permissions from a group or user:
Go to Home> File Manager
Click ll corresponding to the required file or folder.

Select the required name in the Group or user naméist and click @ next
to it.

Note: The & icons appear unavailable for entries with permissions inherited from a
parent object.

Select the required entry.
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Clear the Allow inheritable permissions from the parent to propagate to this object
and all child objects. Inde these with entries explicitly defined lodreck box.

Select the entry again and click @.
Click OK

Setting Up Access Permissions Inheritance for Files
and Folders

w N e

To set up access permissiankeritance for files and folders:
Go to Home> File Manager
Click an icon [ corresponding to the required file or folder.

To make the file/folder inherit permissions from a parent folder (if it

does not), select the Allow inheritable permissions from the parent to propagate
to this object and all child objects. Include these with entries explicitly defined here
check box.

To make the files and folders, which are contained in this folder, inherit
the folder permissions defined here, select the Replace permission entries
on all child objects with entries shown here that apply to child atjects box.

Click OK

Setting, Changing and Removing Special Access
Permissions

You can also set, change and remove special permissions including advanced
management of folder permissions inheritance. In Advancegermissions management
mode, several permission entries can be associated with a single group or user, each
containing different set of permissions. Also, the list of permissions in Advancednode is
more detailed and gives more opportunities for fine-tuning file/folder permissions. It
contains permissions that cannot be seen in Microsoft Windows interface, but present
combinations of native Microsoft Windows permissions. They are Read Control, Write
Control, and Execute Control.

w N e

To set, change or remove file/folder special permissions:
Go to Home> File Manager

Click an icon corresponding to the required file or folder.
Click Advanced











































































































































































































































































